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JKaansl epexenep

O01ue MoJ0KeHUA

1. Byr Kykar VCHIHBIMABIK CHIIAaTKa  He.
IMafigananymeuiapra  akmaparThlk —KayilCisslikke,
ANasKTHIKKA JKOHE ©3r¢ e OKUFanapra OailIaHbICTEI
JAFBIMCHI3  JKaFjalmapasl  Gonjsipmay  YIIiH
KYKaTICH TaHBICY YChIHBIIAMEL. 2. [Talinananymisr: -
erep anasKIbIK dPEeKeTTep, aKIapaTTHIK, Kayimci3mik
HHIUACHTTEPI, JK-nbI nanaanasyasl
KHBIHJATATHIH, KAJIBIITE] )KYMBICBIHIaFb] ayBITKYIIAP
AHBIKTAJICA, KOCHIMIIAAA KOPCETLIreH KOHTaKTiIep
Goipinra xabapmacysi; - Jepdec JepeKTepiiH,
GaHKTIK MOTIMETTEepIiH, ayTeHTUGHKAMA Typajbl
MOIIMETTEP/IH JKOHE ©3re Jie KYIHs aKMnapaTThiH,
CaKTadyblH KAMTaMachkl3 eTyi; - TEeK TeKcepiireHn
Kypeutrsuiap Men Wi-Fi skenmicin naiipananysr; -
KYPBUIFBUIApAA TEK TEKCEpIIreH (pecMu Ko3aepaeH
opHaTbUaH)  OarpapnamManslK — KaMTBUIBIMIEL
KOJJIaHykl, GaFmapraMaliblK KaMThUIBIMJBL YHEMIL
XKAHAPTHIN OTHIPYBI; - KYpHENi KYIus Ccesaepai
KONJaHybl JKOHE KYIHs Ce3  CasiCaTbIHbIH
YCHIHBIMIAPHIH YCTaHYHI KaXKeT

1. HacTrostuit I0KyMEHT MMeeT PEKOMEH 1aTeIbHBIH

XapakTep. ITons30BaTEIAM pexoMeH yeTcs
O3HAKOMHUTECS C JIOKYMEHTOM JUISi MCKIIIOYEHHS
HEraTHBHBIX CHUTYaIHi, CBSI3aHHBIX c
UH(OPMAIMOHHON 0e3011acHOCTHIO,

MOIICHHMYECTBOM ¥ MHBIMH MHLMACHTaMH. 2.
IMons30Baren0 HEOOXOAMMO: - MpPH OOHAPYKEHHUH

MOILIEHHAYECKHX JIeHCTBUH, WHIAICHTOB
HHGOPMALMOHHON 6€30MaCHOCTH, OTKJIOHEHHH B
HOPMaJIbHOH pabore, 3aTPYAHAOMHMX
SKCILTyaTaLUI0 yCTpOHCTBa, HeoOXonuMo
obpamarscsi 1O  KOHTAaKTaM, YKa3aHHBIM B
NpUIOXKEeHUH. -  00ecneduTh  COXPAHHOCTH
IEPCOHANBHBIX JAHHBIX, OaHKOBCKHX CBEIEHMH,
ceefeHuit 00  ayTeHTHQHKAUMM M MHOH

KoH(uIeHMATEHOH HH(OpMALIMK. - MCIIOIB30BATh
TOJILKO IPOBEPCHHBIC ycTpoiicTBa M ceth Wi-Fi. -
MICIIOJIB30BATH HA YCTPOHCTBAX TONBKO MIPOBEPEHHOE
oporpamMMHoe obecrieyeHre (yCTaHOBIEHHOE H3
O(MIHATBHBIX MCTOYHHUKOB), PETYIAPHO OOHOBIIATE
nporpamMMHOe — OOecreueHue. -  HCIOIb30BaTh
CIIOJKHBIE TapoNHd M CJIEAO0BaTh DPEKOMEHJaluAM
[APOJIbHON ITOJIMTUKH.

Iaiigananymblaapra y3iagi-keciiai Teliibiv
caJIbIHAAbI.

ITosb30BaTENAM KATETOPHYECKH He
peKOMeHAYeTcs.

l. Ceiprkel momra cepBucrepiHeH (mail.ru,
yandex.ru, gmail.com >xoHe T. 6.) 6eTici3 XaTTap/s!
amrra, SMS, wMeccenmpxepaepaeri xabapraamanap
XKOHE cinTeMenep OOHBIHIIA OTyTe, ONlapra CeHyre
JKOHE Ollap CcyparaH akmaparTel Oepyre. 2.
Hdepexkosnin KoHe/HeMece TIpKeJreH
(xipicripinren) ¢aingelH CEHIMALUTIIHE TONBIK
KO3iHi3 >KeTmereH arganpaa, Gainnapaer (*.pdf,
* bat, *.exe, *.com, *.dog, *.xls, * jr, .exe, .com,.bat,
.CMD) oHe momrta xabapiapblHa TipKEJIreH
Myparar-adimapaer  (.rar, .zip, .tar, .momra
xabapraManapbIHa TIPKEIreH arj xoHe T. 6.) amryra
HeMece icKe KOCyFra, COHAal-aK 3MsHIbl KOITHIH
Oap-KOFBIH aJIBIH ajla TeKCcepyci3 TipkenreH (Koca
canbiaran) aiael VHTEpHET XelliciHe XYKTeyre
JKOHE HHTEpHET JKeNiCiHeH JKOHE AJIEKTPOHIBIK
koprioparuBTik nomragan J[K-re xyxren amyra. 3.
Kynus cesnepii aBTopianasIpychi3 okyra 6oiaTeiH

1. OTKpBIBaTh HEH3BECTHbIE IMHCbMA M3 BHEIIHHX
TIOYTOBBIX cepBHCcOB (mail.ru, yandex.ru, gmail.com
u 7ap.), CMC, coobmeHHs B MECCEHKEpax H
[EPEXOUTE 10 CChUIKAM, JOBEPATh M IEPENaBaTh
UM 3ampammBaeMylo HMH HHObopMmamumio. 2. B
Cllydae OTCYTCTBHSI JOCTarO4HOH YBEPEHHOCTH B
HAJEKHOCTA MCTOMHMKA W/HIHM [PHKPEILICHHOIO
(BnoskeHHOro) (habima OTKpBIBaTh HIIM 3allyCKarhb
daiinsl (*.pdf, *.bat, *.exe, *.com, *.doc, *.xls, * jr,
.exe, .com, .bat, .cmd) u daitnei-apxussl (.rar, .zip,
tfar, .arfj ¥ gp.), IPHKPEIVICHHBIE K IIOYTOBEIM
coo0ImeHusim, a TakxKe 3arpy;arb B cetb MHTEpHET
M PacmaKoBHIBATh U3 ceTH MIHTEpHET U 5IeKTPOHHOM
koprioparuBHOi TouThl Ha IIK mpuKperuieHHbIH
(Bnoxenublil)  ¢ain  Ge3  npenBapUTEILHOM
NpOBEPKY HA HAIMYHe BPEJOHOCHOro Koja. 3.
XpaHUTh MapoNM Ha JOCTYIHBIX A YTeHHs 0e3
ABTOPW3ALMM HOCUTENAX (Hampumep, Ha Oymare, B




TachIMaJIaFBIIITApJAa CaKTayFa (MbICalbl Karaszja,
MOTIHIIK (aitmma xoHe T.0.). 4. KypbUiFbutapasl
alIbIK  KYWJIe JKOHE Kapaychl3 KalabIpyFa. 3.
AKMapaTTBIK pecypcTapra pyKcaTchl3 KOJ JKETKi3y,
COHJIali-aK oJlapFa PYKCATChI3 KOJ JKETKI3y Typajbl
aKraparka cuireMesep ajay YIIIH JIOTUHAEp, KYIus
ce3Jiep KoHe e3re Je Kypaiaap 6ap MaTepuaigapisl
KYKTeyre, SKapusulayFa OKOHE Taparyra. 6.
AKMmapaTThIK Kylielnepre HeMece KYPBUIFbIFa Kipy
YIIH ©31HI3AIH Kynus Ce3iHi3 OeH JOruHIHI3AI
xibepyre. 7. AKIaparThIK pecypcTapra KoHe TypJii
aKIapaTThIK CepBUCTEPre KOJ KETKI3yre apHaliFaH
Kynusi  Ce3lepAi  KYpBUIFbUIApAa  Cakrayfra
(xamreyre). Kypoutrbina Opaysepii maiigananraH
Ke3/Ie JIOTHH MEH KYIHS CO3/i Cakray Typaibl
yCBhIHBICTApAaH Oac TapTy Kepek. 8. HHTepHer
KEIICIH KYITHSI aKmaparThbl KaMTUTBIH
MaTepuanaapabl Oepy >KoHE TapaTy MaKcaTbIHa
naiiananyra. 1) KyMoH/I yKoHE 3HSHIBI caiiTTapra
Kipyre; 2) 3usHbl Gaitngap MeH OaraapiaManap/sl,
COHJIali-aK  aBTOPJIBIK  KYKBIKIICH  KOpFaJFaH
OargapiaMalblK KaMTBUIBIM MEH MaTepuaiaapibl
Kykreyre  (Oepyre); 3)  uHTepHeTr-yarTap,
KOMMYHUKaTOpIap, Wutepner-tenedonus
KBI3METTEPIH Maii1aaHyFa.

TEKCTOBOM (aiine u T.1.). 4. OCTaBIATh yCTpOiiCTBa
pa3OJOKMpOBAaHHBIMM U 03 mpucMmoTtpa. 5.

3arpyxath, MyOJIMKOBaTh U  PaCHpPOCTPAHATH
MaTepuaibl, COACpXKAILME JIOTHHBI, Mapoiau U
poyune CpelcTBa UL IIOJIy4EHUS
HECAHKIIMOHMPOBAHHOT'O JOCTyIa K

MH(POPMALIMOHHBIM pecypcaM, a TaKKe CChUIOK Ha
MH(OPMALIMI0O 0 HECAaHKIIMOHUPOBAHHBIX JOCTYyMax
K HuUM. 6. IlepenaBaTh cBOM Mapojb W JIOTUH AJIS
Joctyna K HMHGOPMAMOHHBIM CHUCTEMaM WU
yctporictBy. 7. CoxpaHATh (KAUIMPOBAHHE) Ha
yCTpoiicTBax aposu Ha JOCTYT K
WH(DOPMALIMOHHBIM ~ pecypcaM U Pa3lInIHBIM
nH(pOopMalMOHHBIM cepBucaMm. [Ipu ucnonbp3oBaHuM
Opay3epa Ha YCTpPOHCTBE NPEUIOKEHHUS O
COXpPaHEHUHU JIOTUHA U Tapoisi HEoOXOAHMO
oTknoHATh. 8. Hcnonb3oBarek cerb WHTepHeT B
HeJsIX Mepefadyud U paclpoCTPaHEHUS MaTepUaloB,
coJiepKanx KOH(MUICHINAIBHYIO HH(pOpMAITHUIO.
1) mocemars COMHUTENbHBIE U BPEIOHOCHBIE CANTHI;
3 2) 3arpyxarh (mepeaaBarb) BpeIOHOCHBIC (aiiiibl
U IIPOTPaMMBI, a TaK)Ke MPOrpaMMHOE oOecrieueHne
¥ MaTepuabl, 3allUIIEHHbIE aBTOPCKUM MIPaBoM; 3)
UCIOJIb30BaTh CITYKOBI WHTEPHET-4YaToB,
KOMMYHHKATOPOB, c1yx0 MHTepHeTTENIe)OHUN.

Kynus ce3ai kopray

ITapoabHas 3amuTa

3. Kymus ce3nepi »acayabplH HETi3r1 Tajantapsl: 1)
pYKcaT eTUIreH TaHOaIap: KYIHsl ce3/i kacay YIIiH
JaThlH  ominOuiHiH 3 opinTepi (KOPIOpPaTUBTIK
XKeJlre KipeTiH (KOMIBbIOTepre KipeTiH) KYIus ce3
yumiin  cagmap  MeH  ({@#$%N&*() -t} {<>7)
apHaiibl TaHOAaNap) KOJNJaHbIIaAbl; 2) KYIUs CO3/IiH
Y3BIHBIFI  OOWBIHINIA Tajam: makiJaTaHylIbuiap
YIIiH KYIUS CO3/iH Y3BIHIBIFBI KeMiHAe 8 TaHOa
O0onybl KepeK. 3) Kymus CO3MiH KypAeTiIir
OOWBIHINIA Talanm — KeJeci CHMBOJIAPAbIH OONyBI: -
KYIusi co3/ie Killi apinTep/i (a-z) Koinany; - Kymnus
ce3ne Oac opintepai (A-Z) KonAaHy; KYIHs CO3MC
nndpasik MmorAepal (0-9) maiiganany; - Kymus ce37e
apHaiiel cumBosimapabl (!@#$%N&*() +|} {<>77:)
naganany. 4) Kynus Ce3iH  KaiTaimaHOaysl
OOWBIHINIA TaJall: )KaHa KYIHS CO3 aJIBIHFbI KYIHS
ce3lepAl KaWTanmamaybl Kepek. 5) Kymus ce3ll
JKacayJia MaFrbIHACKI 6ap ce3/iepre — KaIKbI eCiMaep,
anTa KYHJEpl, Ke3-KeNIreH TIIAIH CO3IIKTepIHILTI
CO3/Iep MEH CO3 TipKeCTepiHe HEeTi3/ey, KYIHs CO3/e
TaHOamap MEH CaHIapIAbIH, CO3ACP/IIH, MEPHETAKTa
Ti30EKTepiHiH, COHBIH ImIHAE Kepi (MBICAIIBI,
password, 87654321, Qwerty, 123456, 1q2w3e,
1111lww@@ xone T. 0.), coHmal-aKk TyFaH
KyHzepai, Tenedon memipiepin, 2KCH, nepbec mot
HOMIpJIEPIH, JKeKe aBTOMAILIMHATAPABIH
MEMJIEKETTIK TIPKEY HOMIPIIK OenrijiepiH XoHe
T.C.C. MalJanaHy KaxeT emec. 6) Kynus cesle
mudpIapAbH TYPaKThl KOMOWHAIMSCHIH — TyFaH

3. OcCHOBHBIMH TpeOOBaHUAMU [0 TEHEepaluu
napoJieil ABastoTCs: 1) AOMyCTUMBIE CUMBOJIBL: JJIS
TeHEpaIluy TapoJIsl TOMYCTUMBIMHU SIBIISTFOTCSI OYKBBI
JaTMHCKOro  andaButa  (AnA  mapoias B
KOPIOPaTUBHYIO CETh (BXOJ B KOMIBIOTED), LU(PHI
U creluaIbHbIe CHMBOJIbI
('@#$% " &*()_+|} {<>7":); 2) TpeboBaHue 10
JUIMHE TapoJis: JJIMHA Hapojis JUIs MoJb3oBaresen
JIOJDKHA COCTaBJIITh HE MEHee 8 CHMBOJIOB. 3)
TpeOOBaHUE IO CIOXXHOCTH TMapois — HaJIuyue
CJIETyIOIIMX CUMBOJIOB: - MCIIOJIb30BaHKUE B TapoJie
CTpOUYHBIX OYKB (a-z); - HCIIOJIb30BaHHE B MapoJie
3ariaBHBIX OYyKB (A-Z); HCIOJBb30BaHUE B MapoJie
mudpoBsix 3HaueHuit (0-9); - ucnonp3oBaHue B
napoJe CTeIHATBHBIX CHIMBOJIOB
(|@#$%"&*()_+|} {<>7":). 4) TpeboBaHue MO
HETIOBTOPUMOCTH  TapOJIsi: HOBBI  TApoJIb  HE
JOJDKEH TOBTOPSATH HpPEAbIAyIIMe T[apoiu. 5)
HE)KEJTAaTeIbHO OCHOBBIBATH T€HEPAIIMIO MapoJisi Ha
CJIOBaX, MMEIOLINX CMBICII — UMEHAa COOCTBEHHBIE,
JTHU HEZIeJIH, CJIOBa U KOMOMHALIMY CJIOB U3 CJIOBapei
T000T0 S3bIKa, HCIOJB30BATH B MapoJie JIETKO
yrajpiBaeMple KOMOWHAIIMM CHMBOJIOB H 1D,
CJIOBa, KJIABUATYypPHBIE MOCIEI0BATEIBHOCTH, B TOM
yucie oopatHeie (Hampumep, password, 87654321,
Qwerty, 123456, 1q2w3e, 1111lww@@ u T.11.), a
TaKKe JaThl poxaAcHUS, TeaedoHHbie HOMepa, MWH,
HOMEpa JIMIEBBIX CYETOB, TOCYIApCTBEHHBIC
PETUCTpAIlMOHHBIE HOMEPHBIE 3HAKH  JIMYHBIX




KYHJ, TeneOH HOMIpIIepiH, KeKe COHKECTCHIIpY
Hemipiiepin (KCH), nepGec moT HOMIpIEpiH KoHE

T. 0. maiilamany Kaxer emec;, 7) opTypii
cepBHCTEpAC KOHE Keke cepBHCTEp/C
ayreHTH(ukarray ymrH Oipmedt Kymus —cesmi
(MHTEpHET-pecypCTarbl TIOIITA, MHTEPHET-

caiiTrapra *xoHe 0acKka MHTEpHET-pecypcTapra Kipy
Kynusi ce3epiH) mMaiianany KaxeT emec; 4.
AKMaparThlK pecypcTapra KynHs Ce3/l EHTI3reH
Ke37e, OYJI MPOIIECTi enIKiM OaKbUIan TYpMaraHbIHA
KO3 KETKi3y KepeK. AKIapaTThIK peCcypcTapra KyIus
CO3Il EHTI3Y Ke31H/Ie ©3r¢ aJaMIapAblH KYITHS CO3I1
€Hrizy OapbIChIH Kepe aJIMaWTBIHABIFBIHA KO3
KETKIZY KakeT. 5. Kypbuirbliapaarbl akmapaTThIK
KyHenepre Kynusi Co3/1 aBTOMATThI TYPJIE TOJITHIPY
KbIMET1 00aMaybl Hemece ewripinyi Tuic. 6. Kymus
ce3lepAl  cakray — apHaiibl  OaFmapiiaMalibIK
KAMTBUIBIMIBI  KOJIJaHA  OTBIPHIN, DJIEKTPOHIBI
mmdpranran TypAae OOlMybl MYMKiH, OyJl perre
OarnmapiiaMaliblK  KaMTBUIBIMHBIH ~ ©31HE€  KIPETiH
KYIUsl CO3 KYIHUS CO3 CasCAThIHBIH TajlanTapbiHa
coiikec kemyl kepek. 7. Kymms ce3mepal alibIK
(MBICQJTBI, MOHUTOPFA JKOHE/HEMECE MePHETAKTaHbIH
acThlHA KENIMJENreH KarchlpManapaa, Kapaychbl3
KaJIFaH KyHJAeNiKTepae /0I0KHOTTap/Aa KoHeE T. C.C.),
JKYMBIC CTAHIMSCBIHAAFBI MOTIHIIK (hainmapaa
JKaMbIFa KOJDKETIMII aKMapaTThIK pecypcrapaa
JKOHE e3re Jie JKallblFa KOJDKETIMJI OpbIHAapiaa
cakTayra ThIMBIM canbiHaabl. 8. XKama xaObuiran
HeMece Kalla JKaObLTyblHA KYIIKTEHIeH Karjaiiia,
Kynusi ce3Jll Jepey ayblcTblpy Kaxer. 9. Ecentik
kazbara KIpeTiH Kymus ce3lepli e3re agamaapra
Oepyre THIBIM CATTBIHAIBI

aBTOMAIIIMH U T.I1. 6) HEKENaTeIbHO UCIIOJb30BaTh B
MapoJie peryJisipHble KOMOWHAIUU [UQP TOAPST —
JaThI POXKICHUS, TeneOHHBIC HOMEpA,
WHAUBUAYAIbHbIE WACHTU(UKAIIMOHHBIE HOMEpa
(MU1H), Homepa IHIEBBIX CYETOB U Tp.; 7)
HEKeJaTeJIbHO UCII0JIb30BATh OJIUH U TOT %e MapoJib
JUTsL ayTeHTU(HUKAIUK B Pa3IMYHBIX CEPBHCAX H
JUYHBIX CcepBHcax (MOYTa Ha HMHTEpPHET-pecypce,
Mapoi JOCTyNa K HMHTEPHET-CaliTaM U MPOYUX
uHTepHeT-pecypcax); 4. Ilpu BBoge mapons K

nH(OPMAIMOHHBIM pecypcam HE00X0UMO
yOeIuThCS, YTO HUKTO HE CJEIUT 3a JaHHBIM
MIPOLECCOM. IIpu BBOJE naposist K
nH(OPMALIMOHHBIM pecypcam HEOO0XO0MMO

yOeIUThCS B HEBO3MOKHOCTH MPOCMOTpa Ipouecca
BBOJIa Mapois MHBIMM Junamu. 5. JlomkHa
OTCYTCTBOBATh JHOO OBITh OTKJIIOYEHA (QYHKIHUSI
aBTO3AIIOJHEHHUsT Maposii K HMH(OPMALIOHHBIM
CHUCTEMaM Ha ycTpoHcTBax. 6. XpaHeHue naposen
MOJKET OBITh B 3JIEKTPOHHOM 3aIllu(pOBAHHOM BUJIE,
C HCHOJb30BAaHUEM CIELMAIBHOIO MPOTrPaMMHOIO
o0ecrieyeHus, MpH 3TOM Mapoib K CaMOMY
POTPaMMHOMY 00€CIIeYeHNIO JOJDKEH
COOTBETCTBOBATh TpeOOBaHUAM apoJIbHOU
noMuTUKU. 4 7. 3ampemieHo XpaHUTh Mapojid B
OTKpBITOM  BHJEe (Hampumep, Ha  CTHKepax,
MPUKJICCHHBIX K MOHUTOPY H/WJIH TI0J] KJIAaBHATYPOA,
B ©KEJIHEBHUKAxX/OJOKHOTaX, OCTaBJIECHHBIX 0e3
MIPUCMOTPA U T.I1.), B TEKCTOBBIX (ailnax Ha paboyeit
CTaHLMU Ha OOIETOCTYNHBIX HH(GOPMAIMOHHBIX
pecypcax, M HWHBIX OOIIETOCTYIHBIX MecTax. &.
[Taposie HEOOXOIUMO HEMEUIEHHO CMEHHUTh B
cllydae KOMIIpOMETAallMM WM T[OAO03pEHUs Ha
KommpomMeranuio. 9. 3ampemaerca nepenaBaTh
NapOoJIM OT YUYETHBIX 3aIHUCEH MHBIM JIMIIAM.

3usiHABI 0aFIaPJIAMANIBIK KAMTHLIBIMHAH
KOpFay KypaJjjaapbl

CpeacTBa 321U THI OT BPEAOHOCHOTO
NMPOrpPamMMHOIo odecredeHust

10. Kyppuirbliapaa 3usiHAbl  OargapiaamalibIK
KaMTBUIBIMHAH KOPFay KYpalIapbiH (BHPYCKa KapChl
Oarnmapiamaiiap) opHaty Kaxet. Onapapl maiganany
Ke31HJIe KeJleci epexkenepi cakray kepek: 1) aKyMbIc
CTaHIMSUTAPBIHAA BUPYCKa Kapchl Kypaigapisl
KaHapTy KYHiHe 4 KeMiHJe Oip peT aBTOMATThI TYp/e
Kyprizineni; 2) KOCBUIy COTIHIE, OJIapAarbl
aKmaparmneH >KYMbIC OacTaraHra JeiiH OapibIK
anbiHOANMBl aknapar TackiMaiaareiTapasl (HDD,
Flash, CD, DVD xoHe T.c.c.) BUpyCTapra TEKCepy
KaxeT. 11. [TalimananymbsuiapibiH, KypbUIFbLIapbIiHa
BUPYCTap/AbIH €HyiHe *0J Oepmey yiiH: 1) BUpycKa
Kapchl Kypayiaapapl 0akpliay KbI3METIH elnipyre; 2)
BUPYCKAa KapChl KypalaapAbl aBTOMATTBl TypIe
JKaHapTy OapbIChIH Yy3yre; 3) BUpyCTapAblH Oap-
KOFBIH TEKCepy OapbICBhIH y3yre; 4) BUPYCKa Kapchl
KypaJlapMeH TEKCEpIIMEreH allbIHOAJIbl aKmapar
TachIMaJIIaF bIIITaPIbI nananaHyra; 5)

10.Ha ycrpoiicTBax HEOOXOIWMO YCTaHOBHTH
CPEJICTBA 3aLIUTHI OT BPEJOHOCHOTO MPOTPaMMHOI0
oOecrnieueHus (aHTUBUPYCHBIE TIporpammsl). [Ipu ux
MCII0JIb30BaHNNU clenyer IIPUJIEP/KUBATHCS
CIIeTyIOIIHNX MpaBuil: 1) 0OHOBIEHNE aHTHBUPYCHBIX
CpeICTB Ha pPabOYMX CTAHIUAX TMPOU3BOIUTCS
aBTOMATHUYECKH, HE PEKE OJIHOTO pa3a B JEHb; 2)
HEOOXOMMO  OCYIIECTBIATH  HPOBEPKY  BCEX
cheMHbIX HocuTened uHdopmanuu (HDD, Flash,
CD, DVD u Tt1m.) Ha BHUPYCBI B MOMEHT
MOAKJIIOYEHUS, 10 Havdayia paboThl ¢ HHpOpMaIuen
Ha HuX. 11. Bo u3bexanue NpOHUKHOBEHUS BUPYCOB
Ha YCTpPOMCTBa TOJb30BaTeJIed  HEIb3s: 1)
OTKJIIOYATh (DYHKIIMIO MOHUTOPUHIA AaHTUBUPYCHBIX
CPEZCTB; 2) MpepbIBaTh MPOLECC ABTOMATUYECKOIO
OOHOBIICHHSI aHTUBHPYCHBIX CPEJICTB; 3) MPEpPhIBATh
IpolecC MNPOBEPKH HAa HAJIWYUE BUPYCOB; 4)
UCIOJIb30BaTh HENPOBEPEHHbIE AHTUBUPYCHBIMU




TEKCEpIIMETeH KO3JEpACH aJjblHFaH He KYIIK
TYFBI3aThIH (Xabapiama Tl azapecar KoJjjgaHa
ajJaThlH TUITE COMKEC KeIMEWAl, XaT MOTIHIHIH
Ma3MYHbIHa KYMOHJIaHY JOHE ©3re¢ J¢ KYMOH
TyIBIpaThIH Ma3MYHJIaFbl) TomTa XabapiiapbiHa
cajbIHFaH (aisgap MEH CUITEMeNIep Il alTyFa).

CpeICTBaMU CHEMHBIE HOCHTENHM HH(popMaimu; 5)
OTKpbIBaTh (alijibl U  CCBUIKHM, BIIOKEHHBIE B
IIOYTOBBIE cooOuieHus, [10JIy4YE€HHbIE u3
HEIPOBEPEHHBIX HCTOYHUKOB JINOO BBI3BIBAIOIINE
MOJI03pEHMSL (S3BIK COOOIIEHUSI HE COOTBETCTBYET
A3bIKY, KOTOpPBIM MOT TIOJb30BaThCS aJpPECaHT,
COMHEHHUS B COJEP)KaHHWU TEKCTa MHCbMa M MHOE
COMHUTENBFHOE COJIepKaHUe/BIOKEHUE).

OJIeyMeTTiK MHKeHePHs dlicTePiHeH KOpFay

3amuTa 0T METOI0B CONUAJIbHON NHKEHEPUH

12. OneymeTTik WHXEHepus — Oyi1  Ke3je
malybUiAayImel  agaM  agamMu  (aKTOPABIH  QJICi3
JKaKTapblH KOJJaHbIN, YHBIMFA Kipy Hemece
TenedoH oHriMeciHe KOChUTY apKbUTBI KYITHSI HEMECe
KYHJbI aKIapaTThl aIyFa ThIPHICATHIH I1a0ybLUT TYPI.
MyHnail mabysUIIbIH €H TaHbIMaNl TYpi (DUIIMHT,
S Ke3Je ma0ybIIay b aKInaparThIK
TEXHOJIOTUSUIAPIBI KOJJIaHa OTBIPHIN JJIEYMETTIK
WH)XKCHEepUsl OJICTEepiH mMaiianaHaabl, MBbICAIIBL,
KaXETTI JepeKkTepai amy yorH Oenrimi  Oip
aKmaparThl «TeKcepyli» Hemece Oenriigi Oip
opeKeTTepAl Kacaylbl Tajlal eTEeTiH JKalFaH Xar
(GaHkTeH, TeJieM JKYyHeciHeH, Oacka YHbIMHaH)
xibepeni. bynm  perre xarra  TYNHYCKaJgaH
alfHBIMAWTBIH JKOHE aKMapaTThIK JKyiere JOruH MEeH
Kynusi ce3/eH Oacrtam eke OaHK KapTachIHBIH
[TNMH-xoapIHA A€HiH €HTI3Y/l Tanam eTeTiH, KalFaH
web-0eTke cutremeneH Typybl MyMkiH. CoHpaii-ak,
anaskrap TenedoH HeMipiepiH OaHKTIK jkoHe Oacka
yilbiIMaapra ykcac eTim ayblcThlpy yumiiH IP-
TeneoHUs oniciH kui KonmaHaael. byman opi
e371epiH Kayincizaik Kker3MeTinig Hemece Call Centre
KbI3METKepIepi petiHze TaHBICTHIPHITI,
KIMEHTTEpAIH Xeke aepekTepiH, onapabiH KCH,
kapra HemipnepiH, [IMH-xonrtapeiH, 6ip perTTik
CMC-xabapnappl, ©3re¢ /1€ MaHbBI3JIbl aKIapaTThl
allyra ThIpbICAlbl. 13. «OneyMeTTiK HHXKEHEePHsD»
omicTepiMeH OailTaHBICTBI KAFBIMCBI3  CaJAap.Ibl
OonaplpMay YIIiH 9p HaiijanaHymisl ThIM OoiMaca
MBIHA TaJamnTapabl caKTaybl Kepek: 1) mormra
xabaprapbiH aiFaH Ke3ze HBICaHapFa
aBTOPJIAHIBIPY KOHE/HEMece JKEKe JepeKTep.l
(TemeM KapTachIHBIH HOMipi, OaHK IIOTHIHBIH
HOMIpI, JJOTHH / KyTius ce3, 0aHk kapTackiHbiH [11H-
Koabl, Oip perTik SMS-kymus cesnep xoHe 3D
Secure Kymusi ce3jaepi, KapTaHbIH >KapaMIbLIBIK
mep3imi  xkoHe  CVV2  (Card  Verification
Value)/CVC2 (Card Validation Code) xayimncizmik
KOATApBIH) Kibepyre/eHrizyre, coHAaii-ak Koca
TipkenreH daniaaapapl aryra 0oJIManIbl. 2) e31HiH
aBTOPJIAHIBIPY NEpeKTepiH (maiinananymrst
aTBI/KYIUS CO3) CIIKIMIe Kapusl €TIey, TINTI Kyie
KETEKIIICiHIH HEeMece OKIMIITICIHIH ne
naiiianaHyIIbIHBIH )KEKe aBTOPJIaHABIPY IePEKTEPiH
CypaTyFa KYKBIFBI )KOK. 3) TIITI OJIap TOJBIK CEHIMIe
ue 0oJca J1a, Ke3/1eCOK TaHbICTapFa 63 KbI3METIHIH

12. ConnanpHas WHXEHEPHUS — 3TO CIIOCO0 aTakw,
KOrJa  3JIOYMBIIUIEHHUK C  HCIOJb30BAHHEM
cmabocteld  dyemoBeueckoro  (akrtopa, ImyTeM
MIPOHUKHOBEHUS B OPraHU3aIMIO WIH Tele(hOHHOTO
pasrosopa, NIBITAETCS MOJIy4YUTh
KOH(MUICHIMAILHYIO WM [EHHYI HH()OPMAIHIO.
CaMbIM MONYJISIPHBIM BUAOM TaKOH aTaKW SIBJIAETCA
(UIIUHT, KOrja 3JIOYMBINUJICHHUK TPUMEHSET
METO/IbI COLIMAIbHOU WHXEHEPUU c
HCIIOJIb30BaHUEM HH(POPMAIIMOHHBIX TEXHOJIOTHIA,
HampuMep, TOChUIAeT MOIJCIbHOE NHCHbMO (OT
0aHKa, IIaTeXHOU CUCTEMBI, APYTOil OpraHu3aLum),
TpeOytoriee IPOBEPKH» OnpeIeIeHHOM
uHpOpMallMM WM COBEPIUICHUS OIPEACICHHBIX
JNEUCTBUI, C UeNbl0 MOJIYYUTh HEOOXOIUMBbIE
nanupie. [lpy 3TOM MHCBMO MOXET CoOJepkKaTh
CCBUIKY Ha banpInByIO web-cTpaHuiy,
HMUTHPYIOUTYI0 O(PHUIIHAIBHYI0 H  TPEOYIONIYIO
BBECTH KPUTUYHYIO WHGPOpPMAIMIO OT JIOTUHA U
napoJisi B ”Hpopmannonnyto cucremy ao [IMH-koxa
TUYHON OaHKOBCKOW KapThl. Takke MOIIEHHUKH
yacTo mnpumeHstor wmeton [P-tenedonuum s
MOJMEHBI Tele(OHHBIX HOMEpPOB Ha CXOXHE C
OaHKOBCKUMH, S5 WHBIMH oOpraHuzanusmu. B
JajdbHEUIIEM,  MPEACTABISISICH  COTPYAHUKAMHU
ciyk0n1 6e3onacHocTu unu Call Centre, npITatotcs
MOJYyYNUTh JIMYHBIE JaHHblE KiaueHToB, ux MIWH,
HoMmepa kapt, [IMH-xoael, omHopazoBeie CMC-
COOOIleHUs, WHYI BaXHYI wHHpopMmammio. 13.
UroObl mn30ekaTh HETAaTHBHBIX  MOCJEACTBHUH,
CBSI3aHHBIX C METOJJAaMHU «COLUATILHON UHXKEHEPUN»,
KOKIBI  TOJb30BaTeNIb  JOJDKEH  COOJIIOIATh
MUHUMAaJbHBIE TpeOoBaHus: 1) TpH MOTyYCHHUH
MOYTOBBIX COOOIICHUI HETb3s OTIPABIISATH/BBOAUTH
B (hOpMBI aBTOPU3ALIMOHHBIC W/WIIH TUYHBIC TaHHBIC
(HOMep TUIaTeXHOW KapThl, HOMEpP OaHKOBCKOTO
cuera, jjorut/mapoins, [IMH-kox 6aHKOBCKOW KapThl,
ogHopa3oBble SMSnaponu u 3D Secure maposiu,
CPOK JEUCTBUS KapThl U KoJbl Oe3omacHocTH CVV2
(Card Verification Value)/CVC2 (Card Validation
Code)), a TakKe OTKpBIBATh BIIOKEHHBIE (DaiiIbl. 2)
HUKOMY HE€ pasrjamarb CBOM aBTOPH3aLMOHHBIC

JaHHble  (WMMsS  TOJB30BATENs/TIAPOTb)  JTAXKe
PYKOBOAWTENb WM aIMHUHUCTPATOP CHUCTEMBI HE
AMeEET npaBa 3anpamniuBaTh JINYHBIE

aBTOPU3ALIMOHHBIE JIaHHBIE TMOJIb30BATENs. 3) HE




TYp1 Typajbl EIIKaHJal aKnapaTr OepMmeyre, 9JeTTe,
«QIIEYMETTIK HWHXEHEPHs» ONICTEPIMEH OpPEKET
eTeTiH MalybuIJaylibl MCUXOJOTHSIIBIK oCcep €Ty
JaFIBUTAPBIH MEHT€PTeH JKOHE alaMIap bl ©3/IepiHe
OHaii KapaTklI, CeHIMIEpiHe Kipe anaabl. 4) TenedoH
apKbUIBI ceiiecynepie, JKelen Xxadapiapia >KoHe
AIIEKTPOH/IBIK TMOIITA APKBUIBI XaT alMacyaa KyImus
aKmapaTThl JKapHsl eTIeyre — JaybiC CHSKTBI
AJIGKTPOHJBIK Xabapael Ja Kacayra/Oypmanayra
0OJIaTBIHBIH €CTEH IIBIFAPMAaHBI3. 5 5) AIEKTPOHIBIK
XaTTa dJICKTPOHABIK MU(PIBIK KoITaHOa OoNFaH
Ke3Jle OHBIH TYNHYCKAIBIFBIH TEKCEPY, COHBIMEH
Karap TOpanTapabIH cepTHU(HUKATTAPBIHBIH
TYIHYCKQJIBIFBIH TEKCepy. 6) Xarrapiarbl Kyiie
oKiMIIIepi JKiOepreH  cinTeMenepal/Tipkemenepii
KOCIIaFaH[a,  OSJCKTPOHIBIK  TIONITa  apKbUIbI
KIOepireH — curremenep/Tipkemenep — OOMBIHIIIA
eTney, cinteme/Tipkemeci Oap JkajdFaH — Xar
HaiAaIaHy I bIHbI CBIPTTAl aKIaparThIK
KyHenepain OipiHiH OeTiHEH akpIpaTa aaMalThIH
caliTKa OarpITTail  amaabl, OHBIH KOMETiMeH
1a0ybUIAAYIIbl ABTOPJIAHABIPY JEPEKTEPiH YpIiai
aajpl, 3USHIBI OarjapiamManapibl €HTri3e alajbl
JKOHE e3re JIe 3MSHIbI OPEKETTEeP/l JKy3ere achipa
ananapl. 7) rep calT ambIK http xarramacel O0OUBIHITIA
amIbUIca, COH/Iali-aKk HHTepHET Opay3ep ci3re )KalrFaH

cepTUUKAT Typalbl ecKepTy Oepce Hemece
GUIIMHTTIK  (aTasKTBIK) CalT Typajibl €CKepTy
Oepce, emKamiaH  JIOTMHMAI, KYIHS  CO3,
NEKTPOHABIK  TOMITa  MEKEHXaWblH,  TeJeM

KapTacbIHBIH HOMIPiH, OaHKTIK IIOT HOMIpPIH JKOHE
Oacka Ja Keke akmapaTThl eHrizoey. 8) e3iHi3MiH
KYlusi ~ CO3IHI3[1  IIbIHAMBI  CalTKa  E€HTI3iN
YKATKAHBIHBI3II MEKEH KAl 5KOJIbI apKBLIbI OpIaiibiM
TEKCepil OTBHIPBIHBI3 (aJasKTap JOMEH]Il TYIyCKara
OapbIHIIIA YKCATHIN JKacailbl, allbIpMAIIbUIBIK TEK
O1p opinTe 00JIybl MYMKIH). ANTassKTapabiH OV 9/1icl
cnyQuHr Aen aTanajbl KOHE oNlap TYpJl >KalaFaH
CypakTap KO0, CHIMIBIKTap MEH OOHyCTap OWHATy
YIIiH KOJJaHeuiafpl. 9) (UIIUHTTIK M1abybUIFa
KYAiK OOJFaH Kardaiia, maiiaganyusl ocbl GakTi
TypaJibl yOKUIETTI opranra xabapiayfa THiC.

cooOmaTh HUKAaKOM WHpOpMaLUU O pPOjae CBOEH
JESITEIbHOCTH CIIy4aHbIM 3HAKOMBIM, Ja)Ke€ €eCiH
OHM BHYIIAIOT MOJHEeMHIee ToBepre, Kak MpaBuio,
3MIOYMBIIUICHHUK,  JEHCTBYIOIIMKA  METOAaMHU
«COLMATBHON HMHXEHEPHH», 00J1aJaeT HaBBIKAMHU
MICUXOJIOTMYECKOTr0 BO3JACHCTBUS U CIOCOOHBI JIETKO
pacmoyioxKuTh K celde Jrojed, BOUTM K HUM B
nosepue. 4) He paszriamarb KOH(QHUACHUUATbHYIO
uHpopManuio B TelNePOHHBIX  pasroBopax,
MTHOBEHHBIX COOOILIEHUSX U  TEpenucke Mo
AJIEKTPOHHOHN MOYTE — HOMHHTE, YTO KaK ToJIOC, TaK
U DJEKTPOHHOE  COOOIIeHHE  MOTYT  OBITh
CBIMUTHPOBAHBI/TIOAJICNAHbL. 5) TpU HATUYAU B
AIIEKTPOHHOM MHChbME JJIEKTPOHHOU HudpoBon
MOJNKMCH TIPOBEPATh €€ MOJJMHHOCTb, TaKKe
MPOBEPATh MOUIMHHOCTh CepTH(HUKATOB. 6) HE
NEPEXOANUTH IO CCHUIKaM/BIIOKEHHSIM, TIPUCITAHHBIM

IO  JJIEKTPOHHOH  TOYTe, 3a HCKIIOYCHUEM
CCBUIOK/BIIOYKECHUH, MPUCIIAHHBIX
aIMUHHCTpAaTOpaMd  CHUCTeM B IIHChMaX,
HOAJETBHOE IHCBMO CO  CCBUIKOW/BIIOXKEHHEM

MOXET TNEepEeHANpPaBUTh IOJIb30BATENsl Ha CauT,
BHEIIHE HEOTIMYMMBIA OT CTpPaHULBI OJHOW W3
MH(OPMALIMOHHBIX CHUCTEM, C MOMOIIBIO KOTOPOTO
3JI0YMBIIIJIEHHUK MOJKET YKpacThb
aBTOPU3ALMOHHBIE JAHHBIC, BHEIPATH BPEIOHOCHBIE
IIPOrpaMMBbl U OCYILECTBIISATh UHBIE 3]I0HAMEPEHHBIE
JecTBUsA. 7) HUKOTJa HE BBOAMTH JIOTHH, MapOJib,
aapec DJIEKTPOHHOM TIOYThI, HOMEDP IIJIATEKHOU
KapTbl, HOMep OAaHKOBCKOI'O cYeTa U JPyryro
JUYHYI0 UHPOPMAIUIO, €CIN CalUT OTKPBIBAETCS IO
OTKpBITOMY TpoTokoiy http, a Takxe, ecinu
MHTEpHET Opay3ep BBIBOJUT BaM MPEIYIPEKACHUE O
HE/IOCTOBEPHOM  CepTHU(HKATe  WIM  BBLAAET
MIPEeyIPEKICHUE 0 (UIIMHTOBOM
(MolIeHHMYECKOM) caiiTe. §) Bcerza NpoOBEpsTh
yepe3 aApecHyr CTPOKY Ha TOM JIM CAalTe BbI
BBOJUTE CBOW HapoJib (MOUIEHHMKH IOJAJEIBIBAIOT
JIOMEH, MAaKCUMAJIbHO TTOXO0KUI Ha CBOW OpUTHHAII,
pas3nuyre MOXeT OBbITh BCETO JIUIIb B OJTHON OyKBE).
JanHpii npueM 6 MOIIEHHUKOB Ha3bIBAECTCS
CHY(UHT U MCIIOJB3YeTCS UMU JJISI BCEBO3ZMOXKHBIX
JKEOTPOCOB, JHKEPO3BITPHITIEH MPHU30B U OOHYCOB.
9) B cnyuyae mnomo3peHus (UIIUHTOBOW aTaKH
M0JIb30BATENb JOJDKEH COOOIIUTh O JIaHHOM (pakTe
YIIOJIHOMOYEHHOMY OpraHy.




